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OR...

ICT SECURITY AS A FIRST-CLASS ENTITY

A Brief Introduction to Security

for Non-Security Folks

(...a practical approach)
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Agenda

• What to expect from this session

• Risk, Threat and Vulnerability

• Some history

• Thinking like an attacker

• Assessing a system

• Component Security

• Communication Security

• Information Security

• Summary

• Open Q&A session
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What to Expect...

• We've seen lots of theory so far!

• This is going to be a bit different

• More of a practical, interactive session

• Feel free to post questions, and comments in the text chat

• Not expected to be a security expert by the end

• ...but you should know where to be concerned!

• Ask questions throughout – Martin is in the chat and will collect them for us to answer 

directly, or for the Q&A at the end
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What is the risk, threat, vulnerability?

o Bald car tyre

o …tied to a rope hanging from a tree branch,

o …the rope is frayed halfway through,

o …hanging over a 80-foot cliff with – sharp rocks at the bottom.
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Risk Analysis

An Introduction to Factor Analysis of Information Risk (FAIR), Jack A. Jones
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What is the risk, threat, vulnerability?

1. Assumptions

• Who cares if an empty, old bald tyre falls to the rocks below?

2. Terminology

• What do we exactly mean with “risk”, “threat” and “vulnerability”

3. No significant risk without significant loss

• Who cares if an empty, old bald tyre falls to the rocks below?

4. Vulnerability != Risk
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Terminology

• Asset

• Any data, device, or other component of the environment that supports 
information-related activities, which can be illicitly accessed, used, disclosed, 
altered, destroyed, and/or stolen, resulting in loss.

• Threat

• Anything capable of acting against an asset in a manner that can cause 
harm.

• Vulnerability

• A condition in which a threat capability (force) is greater than the ability to 
resist that force. Or: A weakness that can be exploited

• Risk

• The probable frequency and probable magnitude of future loss.

• Or: risk = likelihood * impact
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A Little History...
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Stuxnet – A Nuclear Refinement Plant Attack
• External actors gained access to the control bus from an unsecured, networked 

machine

• Control computers were secure...

• ...but the system as a whole was not

• This included procedures and security training for staff

• Once in the network, the malware quickly gained a foothold and spread

• Any unsecured equipment was infected, making removal difficult

• Hidden by a 'rootkit' the software then waited for additional software from 
external sources

• Under external control, the attackers were able to spoof valid signals, while causing 

damage at the same time!

Further reading: https://www.businessinsider.com/stuxnet-was-far-more-dangerous-than-previous-thought-2013-11
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Stuxnet – A Nuclear Refinement Plant Attack

ICT SECURITY AS A FIRST-CLASS ENTITY

Where can this go wrong?

Image from: https://www.tofinosecurity.com/blog/air-gaps-won%E2%80%99t-stop-stuxnet%E2%80%99s-children

"An infected device, such as a USB key, 
would be sufficient to infect one 
computer on the target network. Stuxnet 
would then spread through the network 
using peer-to-peer methods."

- ScienceDirect

https://www.sciencedirect.com/topics/computer-
science/stuxnet

https://www.tofinosecurity.com/blog/air-gaps-won%E2%80%99t-stop-stuxnet%E2%80%99s-children
https://www.sciencedirect.com/topics/computer-science/stuxnet
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Ukraine Power Grid Hack

• Hackers compromised information systems of three energy distribution companies in 
Ukraine

• Only temporarily disruption to the electricity supply…

• … but is the first known successful cyberattack on a power grid

• The cyberattack was complex:

• Prior compromise of corporate networks using spear-phishing emails with 
BlackEnergy malware

• Seizing SCADA under control, remotely switching substations off

• Disabling/destroying IT infrastructure components (UPS, modems, RTUs, 
commutators)

• Destruction of files stored on servers and workstations with the KillDisk malware

• Denial-of-service attack on call-center to deny consumers up-to-date 
information on the blackout

ICT SECURITY AS A FIRST-CLASS ENTITY

Where can this go wrong?
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Ukraine Power Grid Hack
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Where can this go wrong?

Image from: https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-power-grid-cyberattack-malware

https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-power-grid-cyberattack-malware


//

Ukraine Power Grid Hack
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Where can this go wrong?

Image from: https://blog.isa.org/lessons-learned-forensic-analysis-ukrainian-power-grid-cyberattack-malware
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How do we prevent this happening again?
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Thinking Like an Attacker

• Who could be attacking our system?

• Cyber Criminals

• Insiders

• Nation States

• Hacktivists

• Cyber-Fighters

• Cyber-Terrorism

• Script Kiddies

ICT SECURITY AS A FIRST-CLASS ENTITY

Risk Analysis
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Security at Every Layer

• Security is a concern at every level in a 
system:

• Business

• Functional

• Information

• Communication

• Component

• Far too much to cover in one session!
So we're going to touch on 3 layers:

• Component

• Communication

• Information
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Assessing a System

• Formal approaches do exist (for various levels of detail)

• Formalisms Example: RRA

• Mozilla Rapid Risk Assessment: 
https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment

• But even without a full formal framework, we can cover many vulnerabilities with 
some simple steps.

1. Treat every communication channel as if it were visible to an attacker

2. Don't trust any data you don't directly produce

3. Assume attackers know as much about the system as you

Some of my prior work was identifying such simple approaches for maximum effect in SME 

contexts: https://eprints.lancs.ac.uk/id/eprint/74598/4/SCC_2015_02_CS_Controls_Effectiveness.pdf
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Component Security

https://infosec.mozilla.org/guidelines/risk/rapid_risk_assessment
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A 'Toy' System

• Two PCs

• An HMI

• A workstation

• A router

• For internet access

• A PLC

• Controlled from the HMI

• All connected through an ethernet

network switch

What is wrong here? How can we improve this situation?
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Modbus/TCP
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A 'Toy' System

• The PLC needs to only be accessed

from a single PC, the HMI unit

• Isolate the PLC entirely from the

network!

• Changed to Modbus/RTU,
perhaps over USB...

• Better... but we can do even better!

• Is the HMI being used as a workstation too?

• We still have a potential vulnerability from the workstation to the HMI!
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Component Security

Modbus/RTU
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A 'Toy' System

• Keep the 'critical' away 

from

the 'general' infrastructure

• Separate the network into 

two isolated sections

• This can be done 

much more simply than 

trying to plug any 

holes between the 

two PCs on an 

open network
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Component Security
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Communication Security

• Touched on this slightly with the Toy System.

• Moving the PLC to its own dedicated link to the HMI keeps the attack surface 
small

• But!

• We actually moved from a potentially more secure connection (via TCP+SSL)

• If the PLC is connected over RS485 (rather than USB), then this could prove to be 
a risk later if any other equipment is connected.

• Must keep an eye on anything that could be used as a bridge to external 
networks!

ICT SECURITY AS A FIRST-CLASS ENTITY
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Communication Security

• This can be easy if you have control of the whole network

• LANs

• Lab networks

• Experimental sites

• Rather more difficult if you don't!

• Internet connections

• Wireless (WiFi, Zigbee, Bluetooth, etc.)

• Cellular (3G, 4G, 5G, etc.)

• Let's explore these in reverse order...

ICT SECURITY AS A FIRST-CLASS ENTITY
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Cellular Networking

• M2M connections often include network isolation

• Devices can only talk to each other...

• ... plus some specific addresses given access

• Cannot be relied upon alone!

• Remember component security?

• If an attacker gets hold of your devices, they have access to your entire 
network!

• This can be very hard to detect too!

• Can require changing deployed hardware! Might be very costly!

ICT SECURITY AS A FIRST-CLASS ENTITY

Communication Security
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Wireless Networking

• M2M connections generally include some form of encryption

• WiFi, Zigbee and Bluetooth have 'handshakes’ that perform an 

initial exchange to establish a secure link

• Some of these technologies can be subverted at this stage!

• Others can be inferred from easy-to-obtain information

• WiFi routers used to use common terms, or MAC addresses as part of their keys, 
vastly limiting the possibilities the keys could be set to.

• Once again, however, relying on this alone is not enough

• Once an attacker gets access to any part of the network, they 

have access to all of the network
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Internet Networking

• No isolation at all

• Requires that the client devices handle any encryption

• VPNs suffer from the same issues as M2M isolation

• Once into a VPN, you get access to everything (in general!)

• Exposure to any attacker in the world
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Common Themes

• At best, you only get one layer of security!

• Access should not be used as authorisation

• Just being on a network should not give you access to everything

• Other forms of authorisation and encryption should also be used

• The security 'onion’ :)

• "Its layers all the way down, man..."

ICT SECURITY AS A FIRST-CLASS ENTITY

Communication Security



//

Information Security

• All based around minimising the possible exposure of ‘secrets’

• Secrets are any password, key, or other credential

• Good practices around managing secrets can be key to stopping an attack

• As always – key reuse is a huge concern

• Never use a single key to access multiple resources, or to access the same 
resource from multiple places

• Once compromised the overall affects of the breach are magnified greatly

• This can quickly become cumbersome however, if you need to issue keys for 

everything each system does

• Instead, consider per-device keys, which can easily be revoked if an attacker 
gains access to them

ICT SECURITY AS A FIRST-CLASS ENTITY
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Information Security

• Indefinite keys are dangerous!

• Any deployed keys or passwords should have a built-in lifetime

• If valid forever, the keys remain a risk forever!

• A hierarchical structure for keys is beneficial

• If a low level key is compromised, we can quickly re-issue this 
from a locally held mid-level key
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Security Good Practices

• Allowing Exceptions is Easier than Denial

• Avoid situations where you end up playing vulnerability whack-a-mole with your 
systems

• Deny all access first, then allow just the expected connections through

• Firewalls are the classic example of this

• A good firewall should deny everything unknown, and only allow specific 

subsets of data through

• Keep Systems Segmented

• Only allow devices required for operation onto a network

• General purpose machines are the most risky devices, and should never be 
on any critical network connection

• Consider placing 'gateways' between segments to allow functionality rather 
than connecting directly

ICT SECURITY AS A FIRST-CLASS ENTITY
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Security Good Practices

• Don’t rely on any single mechanism to save you

• Security in depth

• Wrap each access in ways that cause an attacker to halt

• Avoid key reuse wherever possible

• Shared keys = shared risk

• Minimise the effects of an attack

ICT SECURITY AS A FIRST-CLASS ENTITY
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So how did we implement this ourselves?
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The EASY-RES Testbed

ICT SECURITY AS A FIRST-CLASS ENTITY
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The EASY-RES Testbed

• Built across 5 sites

• Lancaster University

• Cloud VM Cluster

• Physical Compute Cluster

• Development Nodes

• University of Passau

• Cloud VM

• Physical Compute Cluster

• FENECON GmbH

• BeagleBone-based Access Nodes

ICT SECURITY AS A FIRST-CLASS ENTITY
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Component Security

• Edge nodes are connected to EMS and test hardware

• Nodes act as 'gateways' to this hardware

• No direct access from other devices to the EMSs

• Individual nodes have unique access keys

• No globally shared secrets!

• A compromised node can be evicted from the network easily

• Software is only deployed from a central management system

• No direct access to 'external' components

• Passau cannot directly access Lancaster equipment

ICT SECURITY AS A FIRST-CLASS ENTITY
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Communication Security

• A Wireguard VPN spans the entire network

• No segregation :(

• Done this way for simplicity, as this is a research network after all!

• Real deployments would have additional network separation

• Connections between services are controlled by overlay networks

• Software needs to declare which connections it needs!

• You have seen some of this in the previous slide deck

• All deployable resources can be limited by the central control system (Nomad)
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Information Security

• Any keys or passwords for use with deployments are stored in Vault

• Vault has access control to prevent external programs gaining 

access

• Locally nodes can have deployment details stored in virtual 

storage

• In our testbed these are visible to someone with direct access to a node, but 
again, this is a research network, so we make some concessions...

• Program images have keys supplied to them via Nomad at 

deployment time

• Gaining access to the software doesn't get you access to the keys
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Information Security

• Users only have access to a limited view of the system

• Deployments must obey rules defined by both the deployment 

system (Nomad) and the edge nodes themselves

• Devices can veto specific capabilities, refusing to run certain 

software.

• Containers are used to sandbox software

• Prevent access to everything, then allow only specific things through

• May also be useful for software security audits!

ICT SECURITY AS A FIRST-CLASS ENTITY

Security in the EASY-RES Testbed



//

Information Security

ICT SECURITY AS A FIRST-CLASS ENTITY

Security in the EASY-RES Testbed



//

Summary

• By this stage you should understand:

• ... how to look at a system and spot vulnerable points

• ... how to isolate components of a system to add physical barriers to access

• ... to wrap communications in layers of security

• … how to identify each of the first three security layers
• And what they cover!

ICT SECURITY AS A FIRST-CLASS ENTITY
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Open Question & Answers
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The Consortium
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Thank you!

Dr John Vidler & Dr Martin Bor

Affiliation: Lancaster University

Phone: +44 (0) 1524 510376

E-Mail: j.vidler@lancaster.ac.uk, m.bor@lancaster.ac.uk

EASY-RES website: http://www.easyres-project.eu/

This presentation reflects only the author's view. The Innovation and Networks Executive Agency (INEA) and the European 

Commission are not responsible for any use that may be made of the information it contains.
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